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Abstract

Grid computing in general comes from high-performance aatmg, super computing and later cluster
computing where several processors or work stations araected via a high-speed interconnect in
order to compute a mutual program. Originally, the clustaswmeant to span a local area network but
then it was also extended to the wide area. A Grid itself igoespd to connect computing resources
over the wide area network. The Grid research field can futibalivided into two large sub-domains:
Computational Grid and Data Grid. Whereas a Computationia & a natural extension of the former
cluster computer where large computing tasks have to be gwdt distributed computing resources,
a Data Grid deals with the efficient management, placementgplication of large amounts of data.
However, once data are in place, computational tasks camnberrthe Grid using the provided data.
Data grids act as intermediaries between the compute gndishee data ( real world information).

Design of these data grids is critical as data and not cortipates the heart of business or scientific
application. Data grids are still maturing to provide coaxgervices and ensuring data availability over
the internet. Here we discuss these data grids and argugdabdtonal computation focused design of

systems is passe. We look afresh at the data grid designyatadgdrovide solutions for improving them.
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Chapter 1
Grid Computing

The proliferation and acceptance of personal computingddisced the cost of computing drastically.
Moore’s law still holds true and the processor speeds ansigBr packing is still on the rise. The
understanding about performance has improved and engineerunderstand that faster clock and more
memory does not necessarily mean better performance. &tlg availability of PCs and faster networks
have made distributed computing feasible.

Large scale distributed computing has become cheaper aedsble. Large number of personal
computers with equal amount processing power and memorgvaiable. Most of the time these pow-
erful machines are idle. Also these machines when netwadgether build a manageable network of
computers ( called clusters). Hooking up a number of mashjugt multiplies the processing power.
Instead of building monstrous super-computer which cag dalspeciality tasks ( or they are only eco-
nomical when they perform such speciality tasks) reseasciiee moving towards building clusters of
general purpose machines and tuning their applicationst@n these clusters.

One such effort in Virginia Tech under Dr. Varadarajan [1$ lpsoved to be path breaking where
millions of dollars were saved by building a linux clustest@ad of using an expensive super computer.
Google the largest internet company today uses linux alsisbestore its vast webcrawled data. Not only
is it very cheap to build these clusters but also it is equalfyntainable. Google does not need to call
a super-computer scientist if something breaks down. Téigilolited computing paradigm has changed
the way scientific applications are being built.

Figure 1.1 shows the progress of networked computing tailised computing. It indicates the
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Figure 1.1: Distributed Computing Evolution

important changes starting from the client/server desighe new age model of cluster computing. With
the advent of Peer-to-Peer networking technology usersaldvant to be limited to the local network
of computers. Also the world wide web was by now mature to suppternational connectivity with
acceptable quality economically.

This was the start of using large scale computational gridgially scientific community started
using this distributed computing model as building a highveocomputer was economically costly
and time consuming. Also with the low cost computers it wasyda find some that were sitting idle.
SETI@HOME is one such experiment using computer idle timmeg&ktra-terrestrial research. With the
success of using computational grids in scientific appbeet businesses are being attracted to use this
technology and soon it will be mainstream. Studying andgisomputational grids is now an imperative.

We discuss compute grids and data grids in brief here.

1.1 Compute Grids

Large clusters for computation came as a welcome paradigtnrsthe client-server technology. Also
with the spread of Peer-to-peer technologies the delimedtetween servers and clients became more
diminished. As managing large-scale computing systemarbeanainstream researchers started using
them to solve large research problems. With the successinefearch community and the material

costs of building these systems lowered, businesses sae flystems as possible solutions for solving



complex business problems.

Business are growing and becoming distributed geogralbhica various reasons. Grid computing
is becoming more relevant in such a scenario. Grid compatiows to solve difficult business problems
inexpensively. It allows geographic and physical disttidaof computational resources - thus providing
redundancy. This also meant the frequently used, regi@salurces could be co-located. Slowly but
certainly it is becoming apparent that computation powey s@n become omnipresent like telephony
and electricity. The ultimate goal would be to make it molealde, always available, cheap, easy to fix
and plug-n-play like these other technologies.

Figure 1.2 shows the driving forces that make grid compupiogsible. Also as technology makes

progress these forces only justify grid computing as a bettelel for large scale systems.
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Figure 1.2: Grid computing can solve problems

Salient features of Grid computing can be listed as :
e Used to tap underutilized computing resources to do usefukw
e Create Compute farms to scale gracefully for large scalblpnos

e Share resources



e Use like a single machine - very easy to maintain

Figure 1.3 depicts the nature of applications that can bilsei to be run on computational grids.

Increasingly, a lot of businesses find grid computing a blataolution for their applications.
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Figure 1.3: Applications for Computational Grids

The research at Argonne National Laboratory [2] kicked pferest in compute grids. Details of
different designs of computational grids can be found in [&] and [5]. Simulation tools for studying
compute grids are available at [6] and [7]. The book [3] is aceHlent research reference on compute

grids and provides details on grid architecture, applcegiand research challenges.

1.2 Data Grids

In domains as diverse as global climate change, high endrgsigs, and computational genomics, the
volume of interesting data is already measured in teralandswill soon total petabytes [8]. The need
for Data Grids stems from the fact that scientific appliaagitike data analysis in High Energy Physics
(HEP), climate modelling or earth observation are very datensive and a large community of re-
searchers all around the globe wants to have fast access ttata. Another factor that is promoting
the growth of large scale distributed systems is the gedgeapdistribution of resources, people and
organisations. The communities that need to access angkarthis data (often using sophisticated and
computationally expensive techniques) are often largesaa@Imost always geographically distributed,

as are the computing and storage resources that these catesitely upon to store and analyze their
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data. This combination of large dataset size, geographktalaition of users and resources, and compu-
tationally intensive analysis results in complex and geim performance demands that are not satisfied
by any existing data management infrastructure. A largensific collaboration may generate many
gueries, each involving access to—or supercomputer-clasputations on—gigabytes or terabytes of
data. Efficient and reliable execution of these queries reqyire careful management of terabyte caches,
gigabit/s data transfer over wide area networks, cosciveglof data transfers and supercomputer com-
putation, accurate performance estimations to guide tleetsen of dataset replicas, and other advanced
techniques that collectively maximize use of scarce smragtworking, and computing resources. Ef-
fective management of data becomes very important in themsasios. Data grids were developed as
an intermediary to bridge this gap. Data grids by design aik o help manage vast amount of data
effectively. We will discuss the features of data grids aedign challenges in this research. We further

motivate the focus on design of data grids and reason aitetdiintricacies in them.



Chapter 2

Data Grids

Early network computers were dependent on powerful masteabed as servers for their needs of data
or computation. There was a direct connection between tleatchnd the server. As the workload
increased, i.e. when more clients connected to a servesetiver was burdened with more requests and
eventually would become a bottleneck. Even the world widke (var the internet) used this client/server
model. The limitations of this model became obvious. Thefe®eer technology tried to change this
model by adding the possibility of treating every client esaver too.

Similar problem was faced by early grid computing modelsthis model a number of machines
established a one-to-one communication channel with thee skaver. Now the server had to deal with
these funnel of requests. This was not scalable as compdesmeere located all over the network and
the data delivery became difficult. A data grid layer was a@ddehis compute grid model. The data grid
layer helps manage data required by compute grid - it cacbpbcates, delivers, moves data according
to the needs of the application. The data grid also helps geadata connections with not one but many
data servers geographically distributed over the netwieidure 2.1 shows how the introduction of data
grids helps manage compute grids as well as balance the tote @ata centers.

In the following section we discuss data grid architectiseprinciples, services and challenges.
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Figure 2.1: Data grid supporting compute grids

2.1 Data grid Architecture

The following four principles drive the design of data gridlaitecture. These principles derive from the
fact that data grid applications must frequently operateiote area, multi-institutional, heterogeneous

environments, in which we cannot typically assume spatiggimporal uniformity of behavior or policy.

e Mechanism neutrality : The data grid architecture is designed to be as independgrissible of

the low-level mechanisms used to store data, store metddatafer data, and so forth.

e Policy neutrality : As far as possible, design decisions with significant pemtorce implications
are exposed to the user. Thus, while data movement andaegatialoging are provided as basic
operations, replication policies are implemented via arglvel procedures, for which defaults are

provided but that can easily be substituted with applicatipecific code.

e Compatibility with Grid infrastructure : The structure of the data grid architecture is such that
more specialized data grid tools are compatible with lolseel Grid mechanisms. This approach
also simplifies the implementation of strategies that irgesg for example, storage and computa-

tion.

e Uniformity of information infrastructure: As in the underlying compute grid, uniform and conve-
nient access to information about resource structure atel istemphasized as a means of enabling

runtime adaptation to system conditions. In practice, iiiesins that use the same data model and
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interface to access the data grid’s metadata, replica,restdrce catalogs be used as in case of the

underlying Grid information infrastructure.

2.2 Core Data Grid Services

Core services that are required to be offered by any dataageitisted in [8] as follows :

e Storage Systems and the Grid Storage ARh a Grid environment, data may be stored in different
locations and on different devices with different charastes. As discussed above, mechanism
neutrality implies that applications should not need to Wware of the specific low-level mecha-
nisms required to access data at a particular locationeddstapplications should be presented
with a uniform view of data and with uniform mechanisms focegsing that data. Together, these

define the data access service.

A storage system holds data, which may actually be storedfile gystem, database, or other
system. A storage system will associate with each of therfiances (we also call it a data atom)
that it contains a set of properties, including a name antibates such as its size and access
restrictions. The name assigned to a file instance by a phatistorage system is arbitrary and
has meaning only to that storage system. In many storagemsgst name will be a hierarchical

directory path.

e Grid Storage API The behavior of a storage system as seen by a data grid ussinediby the

data grid storage API, which defines a variety of operationstorage systems and file instances.

e MetaData ServiceThe second set of basic machinery that is required is coadestith the man-
agement of information about the data grid itself, inclgdinformation about file instances, the
contents of file instances, and the various storage systentained in the data grid. We refer to
this information as metadata. The metadata service prewdeeans for publishing and accessing

this metadata.

With these principles defined and core data grid defined wadudiscuss data management as related

to grid computing.
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Chapter 3

Data Management in Grid Computing

3.1 Motivations for a Data Grid Architecture

Data grids take away the burden of data management from thpuwte grids. Some motivations to design
data grids comes from the changing requirements of compuogdtproblems.
Research in [9] details various aspects of grid computirtgthrows light on the importance of data

grids. Some of the basic requirements to build data gridgiomesd here are

e Coordinating compute and data plane - including streamdiaiccess to data centers, data synchro-

nization, managing data connections, etc.

e Task and resource management - managing scheduled tasgdcéaailitate faster computation

with minimum blocking required for data.

e Sharing data distribution and location information - tharslitating data mobility, caching, schedul-

ing of compute tasks.

e Leveraging data locality with functions such as data affiniaffecting computation and resource

management based on data available.

Data grids manage data in chunks termed as data atoms. Thessignifies that the chunk of data
is always considered as a group and enforces a number of daiag@ment mechanisms based on the

grouping. Managing this granularity of data imposes sonmstraints on data grids. Data grids not only
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face challenges in the management of data but have to prthedellowing guarantees about data to the

compute plane.

e Dependability - Compute grids should not be required togrerfany validation on the data deliv-

ered by the data grid.
¢ Consistency - Data should not change without any compuiagigurgitation.

e Pervasiveness - Data should be transparent. Data accasseitlycat the source and that at the

compute layer should not vary in form or content.

e Security - Unauthorized access to data should not be alloweda grids have to enforce some

kind of authentication/authorization mechanism to préwealicious use/alteration of data.

¢ Inexpensive -Data grid should be as inexpensive as possilulata storage and computation will be
the areas that require more investment. Data transpartetist should go down with the lowering

costs and higher availability of networks.

3.2 Types(Levels of QoS requirements) for data grids

Figure 3.1 depicts the levels of QoS requirements of busiaed research applications. Close exami-
nation of the plot shows the trend of applications in termghefr QoS requirements. More and more
applications deal with dynamic data and need support fosaetions.

There are numerous factors that influence how the interaipeies of application data requirements,
data integrity and quality of service(QoS). Significanfeliénces exist in Level 0 and Level 1 QoS re-
guirements. We consider the solutions in a bit more detalaborate on the necessity of Level 1 data

grids. Features of Level O Grids -

e Mainly for distribution of large static data sets - do not ees$ updates, transactions and integration

with external systems

¢ Distributed filesystems and GridFTP satisfied the requirdmby providing efficient means to
distribute data, providing a protocol for data movementweate unable to resolve management

issues like transactions, synchronization, integratioguerying of data.
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Figure 3.1: Application Complexity and QoS requirements

On the other hand Level 1 data grids can :

e Support datasets that change as frequently as requiredebgpilication - hourly to second-to-
second.

e Supply methods to access, manage, synchronize and achsadtens.

e Support higher order data structures like tables, arraghés - as against data bytes.

3.3 Features of a Data Grid

Finally we can say that the following are the high level feas.that one expects from a Level 1 data grid

e Data Grid plane and compute grid plane work together

e data grid provides data management and distribution

e Data Regionalization which includes - synchronizatiorstrifbution, transactionality, fault toler-
ance/data availability

14



Chapter 4

Related Work

We discuss some of the related data management as applistiriouded computing and find out how it

fits into the requirements imposed on to the grid architectur

4.1 Grid File System

Grid File system as discussed by various researchers ip &ostards organizing data on the grid using a

file system. Major driving forces for this file system are riegunents like

e Human readable naming system to organize grid informatieaypping service oriented URIs as

collections)
¢ Location independent logical naming
e Data-intensive applications can execute anywhere in grid
¢ Data handling system must provide location transparency
e Dynamic provisioning of heterogeneous storage
e Storage space from multiple administrative domains andipielheterogeneous storage systems

e Logical storage resource identifiers (in spite of the stendagualization) for QoS and Technology

Migration

15



All said this system is very similar to a file system and hasdinglar issues related to a file system.
Also from moving to one domain to another the data identifiayimave to be renamed depending on the
naming conventions of the new domain. Establishing a stangaming in this scenario is difficult. Also
developing data synchronization mechanisms for a largeyséem is a challenge. Furthermore this file
system does not necessarily provide transactionality aedying that is transparent. Essentially it leads

to a Level O data grid.

4.2 Grid NFS

GridNFS[10] is a collection of NFS version 4 features andaniersions with supporting daemons, data
bases, and tools that enables NFSv4 to integrate with engefgiid technologies to provide petabyte
scale file service for the Grid. NFSv4 is the IETF standarddistributed file systems that is designed
for security, extensibility, and high performance. Glohame space can be constructed. GridNFS is
currently only interested in the file storage protocol fa ata path. Scaling characteristics of a single
NFSv4 server is dependent upon the file system being expolecimum file size, delivery of data
through file system Server hardware configuration, disk gondition, etc The NFSv4 pNFS minor ver-
sion with file layouts in combination with enterprise NFS¥4ervice has the potential to deliver a global

distributed file service scaling to petabytes of data.

4.3 Secure File System

Locating and storing data efficiently has been a challenglarge scale systems. With large scale dis-
tribution data security becomes more important. Secuee $ylstem(SFS) [11] is one such mechanism
which ties together location management and security ad.d&tithough it ties these two things to-
gether they are rather loosely coupled. SFS uses that filemémat contain public keys making them
self-certifying pathnames. SFS goal of a single global fistam requires that it look the same from
every client machine in the world. SFS takes a new approadietgystem security: it removes key
management from the file system entirely. SFS introducésedifying path names/file names that ef-

fectively contain the appropriate remote servers public lBecause self-certifying pathnames already

16



specify public keys, SFS needs no separate key managemehinmag to communicate securely with
file servers. Thus, while other file systems have specific@difor assigning file names to encryption
keys, SFSs key management policy results from the choias usake of which file names to access in
the first place.

SFS further decouples user authentication from the fileegystirough a modular architecture. Exter-
nal programs authenticate users with protocols opaquestbléhsystem software itself. These programs
communicate with the file system software through well-aafiRPC interfaces. Thus, programmers can
easily replace them without touching the core of the fileeyst

Pushing key management out of the file system lets arbiteyykanagement policies coexist on the
same file system, which in turn makes SFS useful in a wide rah{jle sharing situations. This paper
will describe numerous key management techniques builbprot SFS. Two in particularcertification
authorities and password authenticationboth fill impdrteeds. Neither could have been implemented
had the other been wired into the file system.

Without mandating any particular approach to key managéns#ts itself also provides a great key
management infrastructure. Symbolic links assign huneamglable names to self-certifying pathnames.
Thus, SFSs global namespace functions as a key certificzimespace. One can realize many key man-
agement schemes using only simple file utilities. Moreopegple can bootstrap one key management
mechanism with another. In practice, we have found thetghidi combine various key management
schemes quite powerful.

SFS assumes that users trust the clients they usefor iestelients must actually run the real SFS
software to get its benefits. For most file systems, users atsstrust the server to store and return file
data correctly (though public, read-only file systems camde=on untrusted servers). Without external
information, SFS must obtain file data securely given onljearfame. SFS therefore introduces self-
certifying pathnamesfile names that inherently specifinédrmation necessary to communicate securely
with remote file servers, namely a network address and agksi

Every SFS file system is accessible under a pathname of timesfisfLocation:HostID. Location tells
an SFS client where to look for the file systems server, whibstHD tells the client how to certify a
secure channel to that server. Location can be either a DNt®dme or an IP address. To achieve secure

communication, every SFS server has a public key. HostIDayptographic hash of that key and the
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servers Location. HostlIDs let clients ask servers for thablic keys and verify the authenticity of the

reply. Knowing the public key of a server lets a client comicate securely with it.

18



Chapter 5

Technologies in Data management

5.1 JavaSpaces

JavaSpaces technology [12] and [13] is a high-level coatdin tool for gluing processes together into
a distributed application. JavaSpaces technology prevadandamentally different programming model
that views an application as a collection of processes gatipg via the flow of objects into and out
of one or more spaces. The JavaSpaces technology’s sharsast@nt object store encourages the use
of distributed data structures, and its loosely coupledineasimplifies the development of distributed
protocols.

A space is a shared, network-accessible repository forctshjeProcesses use the repository as a
persistent object storage and exchange mechanism; insteainmunicating directly, they coordinate
by exchanging objects through spaces.

To build space-based applications, we design distribuaéal structures and distributed protocols that
operate over them. A distributed data structure is made upuitiple objects that are stored in one or
more spaces. Representing data as a collection of objeatshared space allows multiple processes to
concurrently access and modify the data structure.

Distributed protocols define the way participants in an eapbn share and modify these data struc-
tures in a coordinated way. Distributed protocols writteimg spaces have the advantage of being loosely

coupled: because processes interact indirectly througlaees(and not directly with other processes),
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data senders and receivers aren’t required to know eachsitthentities or even to be active at the same
time. Conventional network tools require that all messdgesent to a particular process (who), on a
particular machine (where), at a particular time (when)stéad, using a JavaSpaces system, we can
write an object into a space with the expectation that somesomewhere, at some time, will take the
object and make use of it according to the distributed paitddncoupling senders and receivers leads

to protocols that are simple, flexible, and reliable.

5.1.1 Key Features of Javaspaces

e Spaces are sharedSpaces are network-accessible "shared memories” that rmargte processes
can interact with concurrently. The "shared memory” aldoves multiple processes to simultane-

ously build and access distributed data structures, udijegts as building blocks.
e Spaces are persistentSpaces provide reliable storage for objects.

e Spaces are associativedbjects in a space are located via associative lookup,rdtae by mem-
ory location or by identifier. Associative lookup providesianple means of finding the objects

you're interested in according to their content.

e Spaces are transactionally secureThe JavaSpaces technology provides a transaction model tha
ensures that an operation on a space is atomic (either tmatmpeis applied, or it isn’t). Transac-
tions are supported for single operations on a single spaosgell as multiple operations over one

or more spaces (either all the operations are applied, a ace).

e Spaces allow exchange of executable conteMrhile in the space, objects are just passive datawe
can’t modify them or invoke their methods. However, when eadror take an object from a space,
a local copy of the object is created. Like any other locakobyve can modify its public fields as
well as invoke its methods, even if we've never seen an olijextt before. This capability gives

us a powerful mechanism for extending the behavior of oulieggons through a space.
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5.2 Distributed memory

Another architecture for data storage is becoming knownb@®& WebOS provides access to geograph-
ically distributed data- dissemination and computing veses[14]. WebOS needs smart clients, smart
proxies and also a smart FileSystem. Applications likerhde Chat, Remote Compute Engine, Wide
Area Cooperative Cache and Rent-a-job or rent-a-serveaaiable. It provides resource discovery,
persistent storage, process control with security andesidation mechanisms.

Against the WWW which provides access to read only data - mbistis managed and discovered
using human interfaces, WebOS has smart infrastructurartStients can have been developed to sup-
port dynamic reconfiguration, redirection of requests dasegeographical location. Smart clients also
have the ability to handle load balancing, naming, fauktahce mechanisms. Smart proxies are more
manageable since managing one interface effectively nesnadamily of clients. Smart infrastructure -
can deliver/discover what is suitable based on various @diSigs (like next generation IPV6 network).

This research effort is not complete and a lot of details areddealt with.

5.3 Global Replication of data - Oceanstore

OceanStore [15, 16] provides a consistent, highly-avid|ladnd durable storage utility atop an infras-
tructure comprised of untrusted servers.

The utility model thus combines the resources from feddraystems to provide a quality of service
higher than that achievable by any single company.

OceanStore caches data promiscuously; any server may @datal replica of any data object.
These local replicas provide faster access and robustmass$work partitions. They also reduce network
congestion by localizing access traffic.

Any server in the infrastructure may crash, leak informatimr become compromised. Promiscuous
caching therefore requires redundancy and cryptographiniques to protect the data from the servers
upon which it resides.

OceanStore employs a Byzantine-fault tolerant commitquaitto provide strong consistency across

replicas. The OceanStore API also allows applications takee their consistency restrictions in ex-
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change for higher performance and availability.

A version-based archival storage system provides dutghihich exceeds today’s best by orders of
magnitude. OceanStore stores each version of a data objacpeérmanent, read-only form, which is
encoded with an erasure code and spread over hundreds gatidsuof servers. A small subset of the
encoded fragments are sufficient to reconstruct the ardhobgect; only a global-scale disaster could

disable enough machines to destroy the archived object.

5.4 Grid Fabric - from Integrasoft

Integrasoft a company that sells data management softvaarddveloped what they call as a Integrasoft
Grid Fabric(IGF) [9]. IGF essentially provides effectivays to manage data - both from the user as well
as the grid perspective. It provides same levels of sernaceralational database system.

IGF’s engine creates a distributed memory space that spanshtysical nodes of the grid. Various
levels of data management services are available withgrttemory - data regions, transactionality,
qguerying and data affinity. IGF brings data closer to the asteampon thus offering immediate access to

data as if it were like a client server relationship. IGF asapct is different from JavaSpaces in that [9]
e JavaSpaces is a java-only solutions

e Long term persistence of data is defines through policigstiigaapplication can set with the data

grid.

¢ Additional distributed data management features like déftaity, integration with compute grid

etc are available.

IGF works closely with the compute task scheduler by feediwih data locality type of information
- thus altering the sequence of tasks based on its knowlddizapavailability. IGF has been successfully

deployed in various business systems.
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Chapter 6

Issues in Data Management

6.1 Data Delivery

Data delivery without strong decoupling between the dathand the compute grid - Most of the tech-
niques discussed above require that the data grid and theutergrid act very closely with each other to
improve the performance of the application. This imposs8iations on the design of the data grid. Data
management in such cases is very much dependent on the wegrtipaite grid is scheduling tasks and
fetching data. Thinking about the data grid as an indepdndanhine gives us the freedom of designing
it better. Data search in the data grid : Data distributiod Excation on the data grid plane is a chal-
lenge. Locality based data availability also forces thaa dee transferred over the data grid closer to the
requesting compute location. Also dynamic scheduling b$ jmakes reuse of delivered data difficult. In
this scenario if data can be searched faster can reduce ltheate also the prefetch traffic on the data
grid. Data organization and efficient search thus go togethe

Traditional implementations of data grids do not necelsanrk efficiently - main reasons being :
e Data is tightly coupled to computation.

e Data is cached locally - distribution is haphazard and resisgnimal

e Data movement is by data pulling - rather than data delivargemand/forecast

e Are most effective on smaller systems
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6.2 Datacentric grids - a need

Datasets are getting larger, more distributed and are oftess immovable. Most data is only used when
itis processed and never before or after. It will be moreatiffe if we could send the program to the data
instead of otherwise. Thinking about datacentric way of potation may be the only way to solve the

problem of immobility. This datacentric way of looking atraputation has some advantages [17, 18]

1. Users can be productive even from a thin client (whereagpatational grids assume a fairly thick

client)
2. Applications require only thin pipes within the internet
3. Code mobility is essential

4. The format and content of a data repository will often blenavn to an application until it actually

starts (locally) accessing it
5. Generic programming will be predominant - the algorithmesinot depend on type of data
6. Applications will tend to be standardized (but run on wsgECific datasets)
7. Applications will often be built from templates, perhay®n expressed using a query language

8. Re-execution of an application on a different or updatathskt will be common - analyzing

weather data for a different region, analyzing stock infation for a different exchange
9. There will be increased sensitivity about informatioakiage - most of the data can be sealed.

10. As a result, applications are likely to run inside Vilt®aivate Grids (VPGs), but will need to

access public resources without leaking (meta)informatio

The killer application for datacentric grids is paralletagistributed data mining. Some examples:
1. Customer data collected at different touchpoints (weh) ®ll free number, store)

2. Using references in different online documents to mesasierest in a topic
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3. Analyzing galactic properties from multiple online dagues
4. Investigating aircraft part failures by examining mamnce history in worldwide facilities

The above argument strengthens the fact that a lot needsdorieeto get to ideal data grid design.
With enough motivation for research in this area we furtloekl at technologies that will affect and

become important in the data grid design.
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Chapter 7

Research directions in data management

7.1 Data Grid as an extended DBMS

Databases evolved as the need was perceived to manage fiaentf and transparently. The idea
of storing and retrieving data irrespective of the requestnechanism. Data retrieval thus became a
mundane task and the user community shifted focus to usitayrdéher than worrying about how to
write to the disk and writing custom drivers to do that. Maintng such drivers/applications was not a
trivial task either.

Databases solved the problem by providing a complete dat@agesnent solution for data intensive
applications. In similar sense a data grid is intended teigeoseparation between the user computation
and data required to complete the computation. This redti@edurden on the computation engine
(a compute grid in this case) and allows it to concentrate batvit does best- computation. A data
grid is designed specifically to provide data delivery ssrgiwhich combine tasks like data caching,
management, transparency, storage and so on.

Grid-DBMS is a system which automatically, transparentigl alynamically reconfigures at run-
time components such as Data Resources, according to thestate, in order to maintain a desired
performance level. It must offer an efficient, robust, ilngeint, transparent, uniform access to Grid-

Databases[19, 9]. By dynamic reconfiguration we mean:

e Data source relocation (a Data Source can be moved from ateeafdhe grid)
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e Data source replication (a Data Source can be replicatedfenett nodes of the grid)

e Data source fragmentation (a Data Source can be partitionelifferent nodes of the grid)

Relational Database Data Grid
Oracle Integrasoft
Sybase Avaki
B2 Others
MySQL
Others

Data Management
Data Management Tables, arrays and matrices
Tables Data Atoms
Query Language Data Region
Procedures Data affinity
Locking Data Sync
Indexing Notification
Relations Transactional
Triggers Others
Engines Engines
Disk Management Distributed Cache
Bit/byte organisation Metadata

Figure 7.1: Data grids and Relational Databases

The Grid-DBMS must provide the following basic requirensent

e Security: data security is a fundamental requirement of a Grid-DBM& #ims at protecting data

against unauthorized accesses.

e Transparency: it refers to separation of the higher level semantics of gesy$rom low-level im-
plementation issues. There are various possible formsw$parency within a distributed environ-
ment, so a Grid-DBMS must hide many implementation detaitsxgly connected with: physical
data location: the user must know nothing about the physicaltion of a database on the grid.
This way mechanisms which move (totally or partially) a dswarce can be entirely transparent
to the user (data relocation transparency); network: demsig distributed databases we need to
properly handle the network and a Grid-DBMS must also hidedstails connected with it; data
replication: replication of data improves performancéal®lity and availability of the entire sys-
tem. It is worth noting here that the user must not be awaraegkistence of multiple copies of

the same logical information.
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o Data fragmentation: fragmentation of data consists of dividing database in&irom into smaller
fragments and treating each one of them as a separate ung.piidctess allows the system to
improve global performance, availability and reliabilitiMoreover, fragmentation increases the

level of concurrency and therefore the system throughput.

e DBMS heterogeneity: An increasing number of applications interact with nottielaal databases
(e.g., flat files in the bioinformatics field). The Grid-DBM&dto conceal this heterogeneity
(different back-end errors, APIs, data types, physicapsup etc.) providing a uniform access
interface to data sources, that is, performing data vizatbn. This way the access mechanism

will be independent (transparent) of the actual implentesmaof the data source.

e Easiness:the Grid-DBMS must provide an easy solution for accessirtg daurces in grid envi-
ronments. Easiness both from the developer and the admatoispoint of view must be provided
by rich, automatic and powerful instruments (such as libsathigh level configuration tools, con-

sole of management, etc.).

e Robustness:it represents a fundamental key factor in a distributedrenvnent. Indeed stability is

a basic requirement for such components which provide ad¢oesd interaction with data sources.

e Efficiency: from the performance point of view the Grid-DBMS must pravidigh through-
put, concurrent accesses, fault tolerance, reduced comatiom overhead, etc. Three factors
have strong impact on the performance of a Grid-DBMS:- datallzation, that is the ability to
store/move data in close proximity to its point of use. Tlas ¢tead to: reduced query response
time (due to data fragmentation) and better exploitatiodistributed resources (using for differ-
ent portion of a database, different CPUs and 1/O servicegliery parallelism due basically to
data distribution (intra-query parallelism) and concotraccesses to the Grid-DBMS (inter-query
parallelism); - high level queries: in grid environmentsvriend of queries can improve global
performance (reducing connection time and/or amount od tlainsferred) exploiting advanced
and efficient data transport protocols (i.e. protocol suppg parallel data streams), compression

mechanisms, and so on.

e Dynamicity: as we stated in our definition a Grid-DBMS must be dynamic endénse that ac-
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cording to the state of the grid resources, it has to recordigsicomponents (data sources) in order
to provide high performance, availability and efficiency, location of data sources, fragmen-
tation (which consequently leads to the fragment allocapimblem) and replication of databases
are the three basic pillars which can be jointly used by thd-GBMS to perform more complex

and dynamic data management activities.

¢ Intelligence: A Grid-DBMS must provide some intelligent components (isenart schedulers) in

order to carry out the dynamic mechanisms cited before.

In the Grid-DBMS architecture that we envision, we basycaked two kinds of schedulers: a data-

scheduler, which must perform:
¢ relocation of data sources;
¢ replication of the data sources;
e fragment allocation,

and a query scheduler, which has to:

e provide a distributed query optimization engine which nfusds, in grid environments, the best
node (computational resource) on which critical opera&i@oin, semi-join, union, cartesian prod-

uct, etc.) can be performed;

e choose, from a set of replicated catalogues, the best aeplithe dataset to use, in order to max-
imize throughput, provide load balancing, minimize resg@hme and communication overhead.
To support decision making processes (scheduling aeviself-diagnosis tool, etc.), the sched-
ulers have to retrieve both static and dynamic informatromfa Grid Information Service (local
information about the machines, i.e. CPU, memory, diskwdek Information Service (global
information about the network, i.e. bandwidth and lateraay) the Replica Performance Monitor
(statistical information about query response time reléedifferent replica of the same database

hosted on different grid nodes).
Exploiting a Grid-DBMS, an Enterprise can :
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e reuse the existing physical framework, optimizing the esaigphysical resources in terms of stor-
age and computational power. This way, reusing the EG itfretsire (a low-cost solution), buying

new large and expensive computing systems (high cost sojutan be avoided;

e improve the performance of the entire system in terms ofieffay, reliability and availability
moving, replicating and distributing data sources overrttost performant machines of the EG
(the Grid-DBMS is able to support changing workload by expig dynamic data resource recon-

figuration processes);

e transparently access/join data stored in heterogeneausidespread data sources providing a real

data virtualization;

e easily extend the physical framework adding and/or dedet@sources without either turning off

the system or activating complex reconfiguration processes

e automatically monitor all the physical resources (EG) dmeldata sources (Grid-DB), providing

self-diagnosis instruments aimed at reducing the humanaaotion.

7.2 \WebhServices and Data Grids

7.2.1 Grid and SOA

Service Oriented Network Architecture(SONA) - Today a gigant increase in computing power is driv-
ing a fundamental paradigm shift in technical communicat®ONA is characterized as an overlay net-
work, of Internet scale. Itis designed to take advantagértfalized hardware and policy based dynamic
resource allocation.The implementation of SONA is a neXuygid computing and Web Services(SOA).

Apart from socio-economic drivers the following technatiad imperatives will push towards SONA.

e Network Computing Power Explosion - will enable a highermegof intelligence in the network

layer. This will lead to a more complex routing and netwogkimodel.

e Moore’s law and Metcalf’s law - Moore’s law states that themoer of transistors on a chip doubles

every 18 months. Metcalfe’s law observes that with the nurobasers the value of network will
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increase exponentially.
e Isomorphism to evolution of previous technologies.

e Grid and Web Services as Manifestation of State TransitiGombined with the above laws and
network computing power the grid capabilities and netwoakdal computation will be closely

interrelated.

Figure 7.2 shows how Web Services technology requires datagan important member. Also with

the grid technology webservices should be simpler and e@stesign and implement.

tate

Business
process

WebServices [ Delivers

2
§@

S/
=

Data Grid plane

Figure 7.2: Web Services and data grids

Grid computing will thus bring ubiquity of understandingleen network computational resources.
SOA will move to SONA.

7.3 Web 2.0 and Semantic Data Grid

[20] presents an excellent survey of technologies that fdrennext generation web technology viz.
Web 2.0. Many of the web technologies were meant to harndisctiee intelligence over the web.

Hyperlinking is the foundation of the web. As users add newmteot, and new sites, it is bound in to
the structure of the web by other users discovering the obatad linking to it. Much as synapses form
in the brain, with associations becoming stronger throegletition or intensity, the web of connections

grows organically as an output of the collective activityabfweb users. Other than the success stories of
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Yahoo!, Google, ebay and Amazon new technologies of cotitlmn have leveraged user participation
to succeed.

Some examples include

¢ Wikipedia, an online encyclopedia based on the unlikelyamothat an entry can be added by any

web user, and edited by any other, is a radical experimentah. t

e Sites like del.icio.us and Flickr, two companies that haeeived a great deal of attention of late,
have pioneered a concept that some people call "folksondmyontrast to taxonomy), a style
of collaborative categorization of sites using freely amogeywords, often referred to as tags.
Tagging allows for the kind of multiple, overlapping asstimins that the brain itself uses, rather
than rigid categories. In the canonical example, a Fliclatplof a puppy might be tagged both
"puppy” and "cute’—allowing for retrieval along natural@sigenerated user activity Similar pattern
can be used to tag weather data with tags like Cincinnatg€xniday in Eastern US(if found after

one such computation).

e "SQL is the new HTML.” Database management is a core compgtehWeb 2.0 companies, so
much so that we have sometimes referred to these applisa®rinfoware” rather than merely

software.

In the internet era, one can already see a number of cases wt@rol over the database has led to
market control and outsized financial returns. The monopalgomain name registry initially granted
by government fiat to Network Solutions (later purchased byisign) was one of the first great mon-
eymakers of the internet. While we've argued that busindsargage via controlling software APIs is
much more difficult in the age of the internet, control of k&talsources is not, especially if those data
sources are expensive to create or amenable to increasimgg®ia network effects. Data is indeed the
Intel Inside of these applications, a sole source compoinesystems whose software infrastructure is
largely open source or otherwise co modified. Figure 7.3 steopicture of what Web 2.0 will look like.

Much as the rise of proprietary software led to the Free So#wnovement, we expect the rise of
proprietary databases to result in a Free Data movemeritwiith next decade. One can see early signs of
this countervailing trend in open data projects such aspitia, the Creative Commons, and in software

projects like Greasemonkey, which allow users to take obofrhow data is displayed on their computer.
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33



Chapter 8

Research Plan

The detailed discussion above provides us motivation tk Ioto data grids as a technology that will
change the way computation is perceived. As it is beingzedlthat data is the heart of the system, data
grids are receiving the expected interest. We would likeitther the research in this direction and would
like to study some designs and models of data grids that cormertmind.

The technological improvements discussed in sectionsb/43and?? allow us to improve the way
grid computing can evolve. Not only that the requirementstmeed in section 6.2 force us to think of
data grids as the being the wheel that drives the distribzdetputing research.

As discussed above the recent advances in data managementamge scale distributed computing
possible. We propose to study an architecture of data gatidén be loosely coupled with a compute
grid. Our model of data grid closely resembles data grid rhas@ DBMS. Important differences exist
which should make our model more reliable.

We present the problems we propose to look at in our researdata grids in the following sections.

8.1 Datagrid with persistence

A data grid as discussed above shows stark similaritiesavithtabase management system. A database
management system performs similar functions and proddesupling between data storage and com-
putation. Data search is available by default.

Another layer of data manager is typically used in compugpglications with a database - called
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a persistence layer. This layer helps the application madagp connections to the database, provides
data synchronization without exposing the primitives. &aplication and caching are also available as
an integral part of the design.

We claim that a data grid not only performs the function of taddore like a DBMS but also provides
other features like replication, synchronization and geantionality. This behaviour closely resembles
that of a persistence layer mechanism which is used in agijgit development. Popular designs of
persistence layers come in the form of TOPLINK (from Oracléipernate (an open-source software)
and many others.

This combination of a database and the persistence laygrclesely resemble what a data grid
architecture is.

Database persistence mechanisms evolved as an interfabammem between applications and DBMS.
They were designed to move the responsibility of maintg@ind managing data transfers away from the
application. The application could then be written to fooasthe business problem and could delegate
the task of data management to the persistent layer. Alotigdaita delivery persistent mechanisms like
the now standard TOPLINK provided features like data symeization, data caching, database connec-
tion pooling. Thus the application could be designed withitbe burden of data management coupled
with it.

A grid application faces similar challenges. The datagnioigd in this case not only act as a complex
DBMS but also provide the services that a persistent meshaprovides. Our research plans to model
a data grid as a DBMS with a persistent mechanism. This wildssge the design of data storage from
data management per se.

Our design for data grid evolves in the following way - Datarage is performed in a seamless way

as done in a DBMS as shown in figure 8.1. This includes
¢ providing simple interface to access data atoms

e indexing data based on various access patterns - use compkxng techniques as discussed
below 7.3.

e data storage and reliability which is transparent to thdiegimon.
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¢ fault tolerance - like using RAID disks for data storage.

DBMS Data Regions

Tables Schema Ordered Structure
Triggers Events Events

Stored Procedures Optimizations Distributed procedures
Intra-table fields Indexing Cross-structure
Table/row level Locking Data atom level

Table joins Relation Data atom

SQL Query Programmatic string base
Indexes Repeated data access Tags

Figure 8.1: Data regions as Databases

The data persistence layer provides

data sychronization - by offering primitives to ensure daiasistency.

data replication localized to usage patterns - based oreubag-ache maintains a copy of the data

until the connection is terminated or it is flushed to a disketdaim space.

data availability - Recently accessed data atom as wellal/mequested data are provided using

object based interfaces.

transactionality - by design persistence mechanisms suppasactions based on data rows - or

joins on multiple tables.

o fault tolerance - replicating data geographically to préweidden loss of data.

Figure 8.2 shows how the persistence layer makes the moddl@fel 1 data grid complete.
In this research we intend to apply this philosophy to workhvei model of data grid that supports

these features without being tightly coupled with the cotamuid.

36
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Figure 8.2: Data regions acting as Persistence mechanism

The persistence layer (also termed as an Object/Relat\baaper) is designed to provide separation
between business logic and data in an application. Pansistayers should application developers to
concentrate on what they do best, develop applicationbpwithaving to worry about how their objects
will be stored. Furthermore, persistence layers also atlat@base administrators (DBAs) to do what
they do best, administer databases, without having to walbgut accidentally introducing bugs into
existing applications. With a well-built persistence IajpBAs should be able to move tables, rename
tables, rename columns, and reorganize tables withoudtedtethe applications that access them.

Similarly a data grid reduces the burden on compute gridsrbyiging a management mechanism
for data movement. Our data grid model acts as a resourcegaafta data by providing the data grid
services. By including the qualities of a persistence layehope to enhance the capabilities of the data

grid.

8.2 Using tags as indexes

Furthermore we would like to study the performance of daéacewhen data tags are used to locate data.
Each data atom is tagged after a computation. This tag wiitative of the features of data and possibly
what the salient result of this computation was. Taggingdesally) indexing should help retrieve that
data atom from anywhere in the data grid faster. Also databsadispersed and grouped based on

geography or any other criteria. We would like to study tHeafof using these tags on data replication,
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synchronization and data search. Imagine a scenario winergveather program calculates the highest
temperature for Cincinnati for a day in Summer. Once thisudation has been done that particular
data item can be tagged with the tags - Summer, Cincinnatr, Wegghest temperature. Another program
that wants to search for the hottest city in Ohio for summaerloak at these tags to determine whether
Cincinnati is one of the candidates or not. Tagging will nolyaeduce computation but also will help
easily access data. Another tag that could be added forigeatnich specifies a public key required to
access this data. This tag will ensure that no malicious ceeiforce the data to change or even can be
prevented from reading sensitive information based omérgDoS settings.

From the above analysis we see that data management in tharjyi read only web environment
has made progress to fit to the new user requirements. Thiens ralevant in the scenario where user
data will be read/written and modified on a daily basis. Ndyas storage but its security and location
become a major issue. We foresee the merger of technolokgeSFS 4.3 and tagged indexing as in
Web 2.0 to provide complete solution to the data managenreilgms on a data grid. And coupling
SFS with tagging (indexing) will provide the benefits of hiaghtogether with indexing in the database.
In our research we plan to use the above techniques as apptieeldata grid to study the improvements
it can provide over plain old caching. Further to this we veblite to study the effect of using a version
of SFS by using public keys as data atom identifiers. Theswifas will ensure unique keys across the
data grid but their scalability in different size of grids.eWould like to study the performance of SFS
for geographically distributed data.

8.3 Data centric design of data grids

Lastly as mentioned in 6.2 the author [17] elaborates oressudata management on the grid.
e Large-scale robust data transport coupled with space neamagt
e The space reservation dilemma -incremental allocation?
e Co-scheduling of compute and storage resources

¢ |dentify bottlenecks, automatic replication
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e Automated space management and garbage collection
e Space and data objects lifetime mechanisms

e Ensure that important data-objects are not lost
Allocation and authorization issues

e Space management and allocation

e Managed by virtual organizations

¢ Allocating quotas, enforcing and reporting resource usage
¢ Authorization management and enforcement

e Data-objects authorization

e Centralized? How to coordinate authorization updates?
e Performance prediction Performance prediction

e Its not only the space availability and the network speed

e Its also the I/O allocation at the storage system

And also estimating access from Magnetic storage (it is pe/thsk?)

5.4 discusses task scheduling based on data availabil@yvduld like to study task scheduling based
on data affinity as well as compute grid restructuring basediada locality. This will help loose coupling
the data grid and the compute grid. The data grid and the ctangpid exchange status information to
understand each others capabilities and requirementh.t& information one can imagine that a node
in the data grid can force a job to be scheduled based onmrertailable resources. Now not only does
the data grid influence computation but it can also contitol gome extent, thus making the system more
data centric.

We plan to dig deeper into these issues to evolve the congptdibhe more data centric. Moving the

computation closer to data is one of the options that seeassbie. In the course of our simulations
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as discussed in the section below we feel we would be ablestdve some of these issues. Also data
delivery traditionally means delivery data on demand. W atould like to consider the effects of

changing the computation model based on data availabgityell as changing data grid patterns to suit
geographical requirements of data. This will improve tladfic distribution and we hope to derive better

results from this experiment.

8.4 Simulation

The availability of large scale system locally may not besfiele for us. Hence we would depend on the
freely available simulation environments to complete #tigly. The simulation environments discussed
below are fairly complete simulators of computational gri@ihey lack the primitives for mapping a data

grid model but as they are extensible we hope to be able todedhem.

e GridSim [7]: The management resources and scheduling of applicaticngema large-scale dis-
tributed systems is complex undertaking. In order to prénvedffectiveness of resource brokers
and associated scheduling algorithms, their performaeed to evaluated under different scenarios
such as varying number of resources and users with diffeegpirements. In Grid environment,
it is hard and even impossible to perform scheduler perfacmavaluation in a repeatable and
controllable manner as resources and users are distribateds multiple organizations with their
own policies. A Java-based discrete-event Grid simulabaikit called GridSim was developed
to overcome this. The toolkit supports modeling and simomadf heterogeneous Grid resources
(both time and space-shared), users and application mdtieiovides primitives for creation of
application tasks, mapping of tasks to resources and thamagement. To demonstrate suitability
of the GridSim toolkit, the authors have simulated a Nim@@&dtlke grid resource broker and eval-
uated the performance of deadline and budget constrairstdarad time minimization scheduling

algorithms.

e SimGrid [6]: Simgrid provides a set of core abstractions and functitaealthat can be used to
easily build simulators for specific application domaind/an computing environment topologies.

Simgrid performs event-driven simulation. The most imponttcomponent of the simulation pro-
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cess is the resource modeling. The current implementatisanaes that resources have two per-
formance characteristics: latency (time in seconds tosscite resource) and service rate (number
of work units performed per time unit). Simgrid provides inacisms to model performance char-
acteristics either as constants or from traces. This méeshe latency and service rate of each
resource can be modeled by a vector of time-stamped valugsace. Traces allow the simulation
of arbitrary performance fluctuations such as the ones wablker for real resources. Fortunately,
traces from real resources (e.g. CPUs, network links) aagadote via various monitoring tools. In
essence, traces are used to account for potential bacldyloah on resources that are time-shared
with other applications/users. This trace-based modebissofficient to simulate all behaviors
observable in real distributed systems. However, this iinglementation is a first step in that
direction and is already a great improvement over currentkition practice for scheduling algo-

rithms evaluation.

The simulation environments discussed above are opemeand extensible. We plan to build a data
grid simulation layer on these that will help us with the @s@. Also these simulation environments can
work with different types of trace data that is availablenfirsome scientific research institutions. The

data access patterns and computation complexities aresesgative of various workloads.

8.5 Data access patterns and traces

We have managed to obtain data traces of three months wastindgized accounting records for the 128-
node iIPSC/860 located in the Numerical Aerodynamic SinuiafNAS) Systems Division at NASA
Ames Research Center [21]. The NAS facility supports ingystcademia, and government labs all
across the country. The workload on the iPSC/860 is a mixtefactive and batch jobs (development
and production) mainly consisting of computational aeierste applications. These will be our reference
traces for large scale grid simulations.

The research in [22] discusses and provides traces foreclusmputers in two educational institu-
tions. These traces will provide us a starting point to sgmye standard cluster computing applications.
A good analysis of generating and using CPU workload traxatsd explained in [22]. The authors here

also have access to various data traces.
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8.6 Issues/Roadblocks in completing the research

Our limited knowledge of compute grids and their resourcenagament policies may lead us along
the wrong paths. Difficulties in simulating large scale comapion problems still exist with GridSim.
Scalability and extensibility of GridSim is still not congtely known. We feel that this limited knowledge
about the simulation environments can be a significant Hoakbn completing this research.

Verifying the results with the real life applications wileldifficult since a real compute grid is not
accessible. We will be relying on our simulation environtseand the related research available around
to backup our results. Discrepancies in published reseaagimean that we have to find ways to validate

our own results and reason them.

8.7 Expected Results

At the end of this research we hope to answer the followingtoes

e How difficult is it to move computation closer to the data ?

What are the effects of using a data grid layer that includegersistence layer?

How is the data delivery performance affected by the useegfufently updated tags?

How scalable is the SFS for data grids which have to managgrggbically distributed data?

How heavy is this mechanism when a number of independentectusombine to form a grid -

over traditional unix file naming systems?

Can we design and implement a data grid that is completelgasely coupled with the compute

grid - since in most of the cases data grids are tightly cauplégh compute grids?

8.8 Conclusion

Having motivate the research in data grids we hope to achilevexpected results through simulating
various models of data grids. We hope to build a better dathrgodel that makes computation data

centric - thus reinforcing the fact that data is the most irgoa part of any IT system.
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