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An approach for the secure transmission of encrypted messages using chaos and noise is presented
in this paper. The method is based on the synchronization of certain types of chaotic oscillators in
response to a common noise input. This allows two distant oscillators to generate identical output
which can be used as a key for encryption and decryption of a message signal. The noiselike
synchronizing input—which contains no message information—is communicated to identical
oscillators in the transmitter and the receiver over a public channel. The encrypted message is also
sent over a public channel, while the key is never transmitted at all. The chaotic nature of the
oscillators which generate the key and the randomness of the signal driving the process combine to
make the recovery of the key by an eavesdropper extremely difficult. We evaluate system
performance with respect to security and robustness and show that a robust and secure system can
be obtained. ©1998 American Institute of Physids$1054-150(08)00403-7

Encryption of messages is the most common technique
used for electronically communicating sensitive informa-
tion. However, this requires that the receiver know the
“key” used by the sender to encrypt the message. In
classical cryptosystems, this key, which is typically a se-
guence of numbers, is usually sent over a secure channel
while the encrypted message is transmitted over a public
channel. It would, of course, be very useful if the key did
not need to be transmitted at all. This is usually achieved
by generating the key synchronously at the transmitter
and receiver using identical seeds in a random-number
generator. However, this requires exact pre-
synchronization between the sender and the receiver. In
this paper, we present a scheme which allows a receiver
with the correct parameters to decode the encrypted sig-
nal without pre-synchronization, making the system very
flexible. In this scheme, the sender transmits a noiselike
signal instead of the key, and the key is reproduced at the
receiver in response to this signal. The noiselike signal
can, of course, be sent over a public channel, since it
contains no information for someone not in possession of
the appropriate key generator, which, in this case, is a
type of chaotic oscillator. The chaotic nature of this oscil-
lator ensures that recovering the key by trial and error is
extremely difficult for an eavesdropper. The system illus-
trates how noise can, paradoxically, serve a useful func-
tion in chaotic systems but not in those with more regu-
lar, periodic dynamics.

I. INTRODUCTION

masking, where the message signal is added to a much more
powerful chaotic carrier generated by the transmitter system.
It is recovered at the receiver by regenerating the carrier
through synchronization and subtracting it out of the re-
ceived signaf—3 A more general approach is to use the mes-
sage signal as a driver for the transmitting system, so that the
message becomes a “dynamical perturbation” rather than an
additive oné"® Another approach is to use the message sig-
nal to modulate the parameters of the transmitting
systen?®’ Several variants and refinements of these meth-
ods, as well as other techniques, have been proposed in the
literature3-12 The impetus for much of this research has
come from the Pecora and Carroll seminal work on synchro-
nizing chaotic systems:

Recently, we have reported that a class of discrete-time
chaotic maps can be synchronized by a common noiselike
input signal*®>*®and can, therefore, be used for secure com-
munication via chaotic masking in the standard way. In this
paper, we report on a very different scheme for secure com-
munication using these oscillators. This approach differs
from all others presented so far in that it relies purely on
noise to achieve synchronization between the transmitter and
receiver. Our method is closely related to that proposed by
Yang et al.,}” with one major difference: The transmitted
signal in their system is a scalar derived from the encrypted
message and the transmitter state, whereas we transmit the
encrypted message and a pure noise signal over two chan-
nels. Our system, therefore, includes a dependency on an
external random driver distinct from the message. Indeed, if
the sender and receiver agree beforehand on a driving signal
produced by, say, a jointly observable procésg., a public

Several approaches have recently been proposed for sfeker, or the instantaneous temperature at a certain logation
cure communications using synchronized chaotic systemgne noise signal need not even be transmitted.

Most of these methods are based on the principle of chaotic
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The system we propose belongs essentially to the class
of self-synchronizing stream ciphéf°with a nonlinear key
generator. Most such systems produce their keys through
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discrete-time nonlinear oscillators driven by a noiselike ex-
ternal inputr,, which we term thesynchronizing signalThe
plaintext messagem;, is encrypted by theenciphering
transformation, E, using key(tl, generated bya!. The re-
sulting ciphertext messags,; , is sent over a public channel
to the receiver system, where it is decrypted bydbeipher-
ing transformation D, using key Kf, generated byG?,
which is driven by the same noiselike input, asG?. It is
assumed that botlt and D use identical keygone key
systent®). Thus, ifK! andK? are perfectly synchronized, the

FIG. 1. The system architecture. The transmitter subsystem is on the left andeciphered plaintext messagia,, is correct. The synchro-
the receiver on the righsee the text for a descriptipn nizing signal,r,, can either be communicated to the key
generators over a separate public channel, or be read from a
. .jé)intly observable source, such as a public information
pseudorandom number generators using a common seed, i cker. Bothr; ands; are subject to additive channel noise
the transmitter and receiver key generators must staffcrer- k et ~ e ’
which is the chief impediment to communication. These

out pre-synchronized. This is problematic in real-time . .
applications—especially when the message must be broad>'S€s are denoted by, and &, respectively. The block

cast to several receivers, who would all need to synchroniz%enmed by is a simple function for transforming before
precisely. The system we describe does not require knowl- 'S_IL_ﬁEd by_”the key ge(:jneraliors. h ified
edge of a common seed, since synchronization happens dg- h e oscillators used as key generators are each specifie
namically and emergently. The receiver and serdtemot y the map

need to coordinate the timing of their key generators. Any  z,.,=F(z,u)=tanfu(az+u,)]—tanjubz], (1)
receiver with the correct decoding system can “join” the ) , ,

stream at any time, become synchronized with the sender ifn€rez: denotes the state of the oscillator at time is the

a short time, and start reading off the message. This creat&&iVing input, andu, a, andb are fixed parameters. This

an “environment” in which all legitimate receivers can read oscillator is termed ac/a/b-oscillator. It was studied exten-

a broadcast message while intruders cannot.

sively by Wang®?'as a model of competing excitatory and
To be practical, a system such as we describe abovhibitory neural populations. Far =0, Vt anda=2b, the
must meet two criteria map undergoes perlod-d_oubllng bifurcation tq chaog as
increased®?! The dynamics of, has two domains of attrac-
(1) Security: The system must be such that an intruder cantjon separated by,=0. If z, andu, have the same sign for
not decode the message without access toptieeise gl t, the dynamics remains confined to the basin with the
system parameter values used by the receiver and theéyrresponding sign. Otherwise, it can switch basins with a
sender. Even a slight mismatch should make recovergmall hysteresié? We will assumez,>0 for all t. If u is set
impossible. Further, it should be extremely difficult for such that the system is chaotic for=0, increasingJ leads
the intruder to obtain the precise parameter vatue if  to a series of period-halving bifurcations culminating in a
a correct message or correct key fragment is interceptedperiod-2 cycle for larger.?? A time-varying input, therefore,
(2) Robustness:The system should be tolerant of additive causes to system to switch between various periodic and cha-
noise in the communication channel. otic regimes in a continuous series of bifurcations. This can

These two requirements are actually rather stringent. We afdS© be Seen as the selection of a new map at each
time-step™ Figure 2 shows the map for the

essentially asking for a system with extreme sensitivity to ' g )
parameter mismatcland significant insensitivity to input >/°/1-oscillator with fixed input valuesi=0 andu=0.2.
perturbations. Typically, chaotic systems will satisfy the first ~ When two or more identicgk/a/b-oscillators are driven
requirement, but not the second. However, we show that, byy the same aperiodic input S|glgal, they synchronize rapidly
using a particular type of synchronizing signal, we can meetnder a variety of Cond"F'Q”Jé’ This effect is a conse-
both requirements. guence of repeated transitions between periodic and chaotic

One point that must be made here is with regard to thdegimes. In the periodic regimes, the oscillators tend to coa-
term “secure.” We. like others in the field of chaos-based!€sce into a few phase-locked clusters, while in the chaotic

communication, use the term for a system that is “difficult to "€9iMes, the phase relationshuiptweerclusters is lost, lead-

. . . . . 6
break.” We do not imply that our system meets any specifid"d 0 cluster merging on return to a periodic regithé’
U.S. or international standards for security. However, weRePeated coalescence and cluster-merging quickly leads to a
hope that the approach taken in this paper will point the Wa)gynchronlzed state if the average Lyapunov exponent of the

towards a more rigorous evaluation of chaos-based comm®YStem észsnegative, and certain dynamical conditions are
nication systems satisfied®>?® (a negative Lyapunov exponent alone does not

guarantee synchronizatipriWe have previously reported in

detail on determining the regimes of synchronization when

the driving input is a random telegraph sign®TS),'® as
Figure 1 shows the architecture of the system describedrell as some results for other types of random ingfitan

in this paper. The key generatofs} and G2, are identical interesting aspect of this synchronization phenomenon is that

Il. SYSTEM DESCRIPTION
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' Kip1=tant w(aki+ ¢(ry))]—tanH pbK{]. (5)
0.8f u=02 The receiver's kethz, is generated using an identical
06 oscillator with ¢(r £, wherer £%tis the estimate of, at the

) receiver, given the received valug,. Since the keys are
0.4} generated from intermittently chaotic oscillators, they are

aperiodic.
02t The synchronizing signat,;, can take many forms, but
. we focus on a random telegraph sigfRITS) defined by
o0
N a:  with probabilityp,
-02f M= o i o 6
B:  with probabilityq=1—p,
-0.4f with 0<a<B. This type of signal is preferred over others
because of its inherent noise rejection attributes. The trans-
-06} u=0 .
formation, ¢( ), can also take many forms, and we have
—08} previously reported that a variety of noiselike signals can
synchronize oscillatorS:*® However, synchronization is par-
-11 _0'5 0 0'5 1 ticularly reliable and simple to analyze when the input to the
) z, ; oscillators is also a RTS. Accordingly, we defigér,) as
FIG. 2. The 5/5/1 map for fixed inputs=0 andu=0.2. o(r )= A: Whenrtz @ (7)
Y7 |B: whenr,=g,

éNhereA and B are pre-specified constants. The benefit of

ing froma— B to A—B is that an intruder can have access
to r, without knowing the actual input used to generate the
keys.

it occurs only in systems which are capable of both chaoti
and periodic behavior, and can be switched between these
an external input. The resulting system is, therefameer-

mittently chaoticbut its dynamics is attracted to the phase-
space manifold which corresponds to synchronized dynamA. Noise immunity
ics. A purely periodic or purely chaotic system would not

7 MU If the sender and receiver key generators are synchro-
synchronize in response to noise in this manner.

nized, i.e.,Kt2=Kt1, the message is recovered perfectly, so
choosingA and B to ensure synchronization gives an ideal
ll. SYSTEM OPERATION AND ANALYSIS performance in the absence of channel noise. When noise is

We assume that the message being communicated takBgesent in the received ciphertest, its effect depends on
real values in some finite set/C . Since our focus is not the encryption/decryption algorithm. While this issue is not
on the encryption process, but on key generation, we use @ntral to this paper, and our purpose is not to investigate
simple n-shift cipher given by any particular cipher, we plot the numerically determined
effect of message channel noise on the mean decoding error,

— — 1y el 1 A
S=Em)=¥(. . . ¥ (WM Kp),Ke) .. Kp) (Jm=m|) o, in Fig. 3. Hereo, is the standard deviation

=¥"(m,KY), (2)  of the original (unencryptei message, and is used to scale
_ _ the error.
whereW (x,y) is defined by The presence of noise in thg signal has a direct bear-
(X+y)+2w:  —3ws(x+y)<—w, ing on synchronization, and is, therefore, central to the

B . method we propose. We have shown previously that the ad-
V(xy)=) (Xty): w=(xty)=w, ) dition of uniform, zero-mean noise to an RTS-type synchro-
(X+y)—2w:  ws(x+y)<3w. nizing signal causes a synchronization error that is linear in

Parametew, which is the width of the transformation, is the amplitude of the nois€. However, this might not be
chosen such that w<x,y<w. Decryption is done by the acceptable, since it can lead to a complete garbling of the

same algorithm, using- Ktzz _Ktl as the key: message. Fortunately, the.random telegraph signal, _becguse
of its digital nature, has an inherent degree of noise rejection.
m=D(s)=W(... W (PV(5,-K?),—K?) ... —K? Thus, suppose that the sender and receiver have decided on
. 5 the values ofe and B in advance(these can be seen as
=W"(s;,—Kp). (4) system parameters lika, b, and ). Then a very simple

This is by no means the only cipher that can be used with outhreshold filtering operation _b_y the _receiver can remove all
system. Its choice is motivated by its simplicity and its use inPut the most egregious additive noise from The thresh-

the literature-’ olding operation is defined by
The sender’'s key,Ktl is generated from gu/alb- a if r<g
oscillator using an inputg(ry), where ¢( ) is some pre- reste ’ = ®)

defined function, B if re=6.
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FIG. 3. The graphs show the dependence of the mean relative decodirfglG. 4. The graphs show the dependence of the mean relative decoding

error, {|m,—m/)/o, on &, the additive noise in the message channel. error,(|m.—m|)/ o, on 7, the additive noise in the synchronizing signal,
Graph(a) is for 0-mean Gaussian noise with variance and graphb) for r.. Graph(a) is for 0-mean Gaussian noise with variancg and grapHb)
uniform noise betweert c. The messagen, , is a random signal distributed for uniform noise betweert c. As in Fig. 3, the message values are random
uniformly between 0 and 1. SNRis the signal-to-noise ratio of the re- with a uniform distribution between 0 and 1. The parameters for the syn-
ceived signal after addition of channel noise. These results show the noisehronizing signal area=A=0.01, 3=B=0.2, andp=0.3, which give
response of the shift cipher with the uniform random message signal. Othelr )=0.143 and(r?)=2.803< 10 2. SNR is the signal-to-noise ratio for
ciphers and messages would show a different response. The parameters fhe synchronizing signal at the receiver before the thresholding operation.
r,area=A=0.01,3=B=0.2, andp=0.3. Note that the error reaches 0 8NR=25 dB for Gaussian noise and
SNR=10 dB for uniform noise.

The choice of thresholdg, would be dictated by the B- Security
distribution of the noisey;, if this is known. A good default The major issue in any secure communication system is
value is whether it is actually secure. In this section, we look at the

system we have described from this point of view.
It is clear from the description above that the security of
0=a+(a+B)I2, (99  our system depends entirely on the secrecy of system
parameters. These are given by tleecure set S
={u,a,b,A,B,6,n,w}. Parametep, while essential to sys-
which essentially assumes that, is zero-mean and sym- tem performance, plays no role in the actual regeneration of
metrically distributed. Figure(4) shows the error in a recov- the key at the receiver, and can be obtained readily in any
ered plaintext message for a situation where'N(0,c), and  case fromr,, which is public. Parameterg and 8 too are
Fig. 4b) when n,~U[ —c,+c]. For the parameter values easily obtained from,, and so are not part of the secure set.
used here, the relative decoding error is essentially zero if then contrast,f is used privately by the users, and its secrecy
SNR for the synchronizing signal is above 25 dB for Gauss€an make a difference in decoding the message. We include
ian channel noise and above 10 dB for uniform channethe cipher parameters) and w, in the secure set, but it
noise. should be noted that these are not essential to our method.
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Other ciphers will have different parameters. We are con-
cerned mainly with the key generation and key security as-
pects of the process, not the actual cipher used. With this in
mind, we designate the sé={u,a,b,A,B, 6} as theessen-
tial secure se{ES9, and focus only on the security of the
parameters in this set.

The issue of security can now be reduced to two very
specific questions

08

06

(1) How accurately must the parameters §nbe known to ) :
decode messages? 0.41]

(2) Can an intruder estimate the parameterséinvith accu-
racy sufficient to decode a message?

To answer these questions, we numerically evaluate the
sensitivity of the decoder with respect to each parametér in
and analyze the possibility of parameter estimation from in-
tercepted data.

0.2

0 0.2 04 0.6 08 1
C. System security analysis K

In this sub-section, we briefly analyze the ease or diffi-FiG, 5. The graph shows the 1-step return map reconstructed from an in-

culty of estimating secure parameters once an intruder hasrcepted key fragment. The length of the fragment is 9,000 and the system
intercepted some specific piece of data. The possible items @ﬁéalnzgtoefs SY§M:57-2, a:f.OT,hb:S.o, A=a=0.01, 5;/3_: o.z,_do "

. . =0. ,p=0.3,n=71, w=1. The message is a perio sinusoid wit
dgta include(1) key fragments{2) plalnt(-ax-t frag_ments(s) amplitude 0.8(see the text The maps for theéd and B inputs are clearly
ciphertext fragments; and@4) synchronizing signal frag- isiple.

ments. We make the following assumptions for our analysis.

() The C|pherte?<t and thg synghrom;mg S|gnal are aVa”_tially with time (the maps are chaotic part of the time with
able to the intruder in their entirety since they are

public-domain positive Lyapunov exponents

. . . To evaluate how accurately an intruder must reconstruct
(i)  The intruder does not priori, have access to any . : . )
. the key, we simulate decoding using a key with random er-
parameters in the ESS.

(i)  The intruderdoesknow the functional form of the key rors. The correct key is perturbed by a 0-mean uniform ran-
generator, dom process of amplitude: 5. The signal is the SInL.JSOId
m,=0.8 sin(2t/4), so that{|m,|?)=0.32, encrypted using a
To acquire the ability to decode arbitrary messages, thehift cipher withn=71, w=1. The results, shown in Fig.
intruder must be able to generate the key from the synchros(a), indicate that, even fos~10 8, the relative decoding
nizing input,r, . Note that this is only a necessary condition, error is of the order of signal power. Clearly, generating the
not a sufficient one, since access to the key does not bredey from an approximated map is not a viable option in this
the shift cipher—or whatever other cipher is being usedcase, since there will always be some error. In general, how-
Here, we are concerned primarily with the security of the keyever, the sensitivity of decoding to errors in the key will
generator. depend on the choice of cipher. If the cipher is adequately
It is clear that plaintext and/or ciphertext fragments aresensitive to the key, map approximation will not be feasible.
of no use in breaking the key generator, except possibly as a Figures 6b)—6(d) show the effect of errors in the esti-
means of obtaining a key fragment. The question, thereforanation of x, a, andb on the decoding error for the sinu-
is the following: How secure is the key generator if the in- soidal signal. Again, an estimation error of as little as 40
truder has access to a key fragment, l&nd the correspond- produces a decoding error of the order of signal power.

ing synchronizing signal,f, t;<t<t,? Clearly, estimating ESS parameters would worlly if the
By plotting K, ; againstK;, the intruder will readily parameters were estimated essentially without error.
obtain two 1-step return maps, corresponding to the case There is some information about the ESS parameters in

¢(ry)=A, and Fg corresponding to¢(r,)=B (Fig. 5), the reconstructed maps. For example, yhiatercepts of the
though she does not, of course, know the values ahdB. maps for inputsA and B are given byK,=tanhuA) and
Since successive key values are generated recursively, tig;=tanhuB), respectively. Also, the tails of both maps are
intruder must obtain the map:K;— K, ; to obtain the key. quite well fit by 1—-tanhubX) if xa is large. However, recall
This can be done in two way$l) Fit the map reconstructed that, to be usefulu, a, and b must be determined with
from the intercepted data using an approximation techniqueaccuracy far exceeding 18, which puts a similarly unreal-
such as neural networks or splinesy®restimate the correct istic requirement of accuracy on estimating the intercepts
ESS parameters for the actual key generator, whose funand fitting the maps.

tional form is known. In either case, the map must be deter- The remaining parameter in the secure getwould be
mined extremelyaccurately, since errors can grow exponen-very difficult to estimate even by correlating values with
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FIG. 6. Graph(a) shows the effect of noise in the key on the mean relative decoding error. The noise is uniform betdie@naphs(b)—(d) show the
dependence of the mean relative decoding error on a fixed error in parametrandb, respectively. In all cases, it is clear that even exceedingly small
errors lead to very large decoding errors. The message signal is the sinuosoid used in Fig. 5, and the error is in units of the signal RMS power.

the reconstructed return maps. While the intruder could debecause the keys are only intermittently chaotic, providing at
termine wherr #'was being set tax or 3, the actual thresh- least a remote possibility of correct parameter estimation by
old would be impossible to find unlesg was strong enough an intruder. However, it is very easy to use our approach to
to cause many threshold crossings. In that case, the systgonoduce keys which, even if intercepted, are much less ame-
would not be functional anyway. It should also be noted,nable to reconstruction.

however, that estimating accurately is of little value to the One simple method for enhancing key security is to use
intruder—an approximate estimate would work almost addentical sets of several oscillators in both the transmitter and
well in normal circumstances. the receiver. The parameters of the oscillators within the set

Thus, we conclude that the only way the intruder couldare different, and are chosen to produce the required chaos
obtain the ESS parameters is to somehow steal their exaperiodicity transition in response to the synchronizing signal.
values, or to steal a long key fragment and fit it extremelyCorresponding oscillators in the transmitter and receiver are,
accurately. Given that the key is never actually transmittedof course, identical. The key is generated by taking the maxi-
this would be quite a difficult thing. The system, therefore, ismum value of all oscillator outputs in the set at each time
quite secure—if its users have the ability to set parameterstep:
very, very accurately! ‘ " ‘

z{ 1 =tant uN(a'z{+ (1. 1) ] - tanf u*b*z], (10
D. Enhancing key security K
e Kir1=MAX\ [z, 4], (11

It should be noted that we have based our description on
the simplest case of a single map key-generator. While thigrhere k indexes different oscillators, each driven by the
produces a secure key, the simplicity of the key might makesame input. With as few as four oscillators, the key produced
it vulnerable to a sophisticated attack using methods based so complex that reconstruction of the underlying maps
on delay-coordinate embeddify:28 This is particularly true  from an intercepted key segment appears to be very difficult.
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T T T T useful behavior which would not be possible in the absence
S of chaos. This has broad implications for the potential utility
0.8 of chaos in natural and artificial systems.
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